The Observational Study Financial Fraud Offense Themes and Financial
Fraud Risk of Money Laundering to Increase Financial Global
Sustainability Compliance

Sina Patel
Jonestown Bank & Trust Company

Karina Kasztelnik
Tennessee State University

Maja Zelihic
University of Arizona Global Campus

American society could benefit from the results of the study. The banking and financial industries ought to
be prepared for the future and continue to adapt to new emerging threats, varying consumer classification,
and changing environment. Banking and financial services institutions play a substantial role in the
community. By changing and developing new policies and procedures, these organizations can work
towards effective money laundering and financing fraud prevention compliance plans. Additionally, banks
and financial services institutions may clarify and strengthen customer due diligence requirements to
protect their organizations and reduce financial fraud risks. The implications for positive social change
may include the possibilities to develop new compliance strategies and strengthen existing regulatory
mechanisms to help compliance managers, reduce the risk of bank failures, increase employment
opportunities, and promote public awareness by educating consumer about financial fraud risks.
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INTRODUCTION

Others have explored how technological innovations affect the evolution of money laundering and
modern anti-money laundering and counter terrorist financing methods (e.g., Carayannis et al., 2021; Han
et al., 2020; Kurum, 2020; Li, 2019). Although these studies have addressed a wide range of issues, there
is a lack of research on comprehensive financial fraud offense themes in money laundering (Al-Suwaidi &
Nobanee, 2020). A financial fraud offense is a crime that is an element of a larger crime that generates
monetary proceeds (Rusanov & Pudovochkin, 2021). For example, generating illegal proceeds is the
primary offense, and money laundering is the financial fraud offense. Financial fraud offenses underlie
money laundering or terrorist financing activity and serve as powerful indicators of financial crimes. The
current state of academic research reveals that there is a gap in literature. Much remains to be done at both
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the empirical and the theoretical level, especially in relation to the identification of compliance themes and
indicators of financial fraud offenses to decrease the risks of financial crime.

PROBLEM STATEMENT

The issue that prompted this study is the severity of financial crime risks during the Covid-19 pandemic
crisis and a need for financial institutions to revise their financial crime risk management strategies with
new emerging threats (Crisanto & Preno, 2020). Banking and financial services institutions have undertaken
specialized investigations due to increased money laundering and terrorist financing activities. However,
the institutions are unable to feasibly detect and track the increased money laundering and terrorist financing
activities due to the scale of the offenses, the lack of appropriate tools to counter the offenses, and continual
changes to anti-money laundering policies and procedures during the global pandemic (Naheem, 2019).
Money laundering and terrorist financing activities expose banking and financial institutions to increased
reputational, operational, legal, and concentration risks, which can result in compliance costs, financial
penalties, and banking failures (Lawlor-Forsyth & Gallant, 2018; Pol, 2020).

RESEARCH QUESTIONS

Q1: How do anti-money laundering investigators identify financial fraud offense themes to reduce the
financial fraud financial fraud risk of money laundering and increase financial sustainability in the United
States banking system?

BACKGROUND OF THE STUDY

In the post-9/11 world, the banking industry and financial services sector has faced heightened financial
crime risks. Globally, trillions of U.S. dollars are money laundered each year (Yeoh, 2020). Lawmakers and
regulators have taken steps to hold banks and financial services companies responsible for such crimes. To
fight against financial crimes, the United States government became stringent and amended The USA
PATRIOT Act of 2001. The USA PATRIOT Act of 2001 was an extension of the Bank Secrecy Act. The
Bank Secrecy Act, legislated in 1970, requires businesses to keep records and file reports indicative of acts
related to criminal, tax, and regulatory matters (Mackenna, 2017). In addition, the Bank Secrecy Act
requirements rely heavily on law enforcement agencies to identify, detect, and prevent criminal businesses,
terrorism, tax evasion, and other unlawful activity. Lawmakers amended the act in the USA PATRIOT Act
of 2001. The USA PATRIOT Act of 2001 included requirements that force bank leaders to establish a
customer identification program as part of the Bank Secrecy Act compliance program (Mackenna, 2017).
Banks and financial institutions were fined for the lack of compliance with regulations conducted on
financial transactions.

Banks and financial institutions are responsible for creating an anti-money laundering division within
their compliance departments. The purpose of anti-money laundering and counter financing of terrorism
requirements is to regulate transactions; record and file reports of cash purchases more than $10,000 (daily
aggregate amount); identify suspicious behavior or patterns related to financial crimes such as money
laundering, terrorist financing, tax evasion, and other criminal activities; and conduct customer due
diligence to maintain regulatory compliance (Khan et al., 2021; Mugarura, 2014). Based on certain financial
crime risk categories such as amount of transactions, number of transactions, and rule types, an alert triggers
in the banking system to indicate the compliance department of unusual activity. Compliance managers of
banking and financial institutions are required to mitigate financial crime risks according to the risk-based
approach. The risk-based approach groups customers into high-, standard-, or low-risk categories based on
financial fraud offense themes, customer profile, type of activity, and pattern of activity (Mugarura, 2014).
If the transactional activity cannot be mitigated, a customer is obligated to report the activity and file proper
documents. Banking and financial institutions attempt to manage financial crime risks by implementing
compliance strategies.
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Researchers have conducted recent studies on financial crime risk management from different
perspectives. They have empirically assessed the success rate of money laundering controls and inherent
flaws and weaknesses in effective compliance regulations (e.g., Cash, 2020; Pol, 2020; Yeoh, 2020). Others
have explored how technological innovations affect the evolution of money laundering and modern anti-
money laundering and counter terrorist financing methods (e.g., Carayannis et al., 2021; Han et al., 2020;
Kurum, 2020; Li, 2019). Although these studies have addressed a wide range of issues, there is a lack of
research on comprehensive financial fraud offense themes in money laundering (Al-Suwaidi & Nobanee,
2020). A financial fraud offense is an element of a larger crime that generates monetary proceeds (Rusanov
& Pudovochkin, 2021). For example, generating illegal proceeds is the primary offense, and money
laundering is the financial fraud offense. Financial fraud offenses are crimes underlying money laundering
or terrorist financing activity and serve as powerful indicators of such financial crimes. The current state of
academic research reveals that there is a gap in the literature and absence of information about financial
fraud offense themes in money laundering and terrorist financing.

STRUCTURING

Structuring has become a global phenomenon in the context of financial crimes. Compliance managers
with an awareness of structuring techniques may be able to revise the financial crime risk management
framework to effectively detect money laundering activities within their financial institutions. Structuring
is a financial fraud offense typology that may indicate underlying illegal activity. An effective anti-money
laundering program of banks and financial services institutions involves the identification and prevention
of structuring activities. Some best practices that compliance managers can implement are adopting know
your customer guidelines, using anti-money laundering tools, and implementing an effective money
laundering program:

o Adopt know your customer guidelines: It is necessary for compliance managers to ensure their
anti-money laundering programs adopt stringent know your customer guidelines. Know your
customer is an effective tool to build a customer’s profile and collect crucial background
information. This tool will authenticate the identity, suitability and risks involved with the
customers prior to the onboarding process and further development of a professional
relationship.

e Use anti-money laundering tools: Another best practice is to use anti-money laundering tools
and detection algorithms to help compliance managers and anti-money laundering investigators
to combat structuring activities. An anti-money laundering internal alert system mitigates the
risk of human errors associated with manual investigations (Clarke, 2021). Financial fraud
offense typology-specific alerts trigger within the internal alert system which helps compliance
managers and anti-money laundering investigators perform precise risk assessments.

o Implement an effective anti-money laundering program: Anti-money laundering programs are
designed to detect and report money laundering and terrorist financing activities. The most
effective anti-money laundering program is tailored to specific financial fraud offense themes.
An effort to ensure the institution is compliant with the suspicious activity reporting
requirements of the Bank Secrecy Act is a best practice. Moreover, compliance managers need
to set explicit parameters when monitoring accounts and transactional behavior to identify
suspicious activity.

Anti-money laundering programs should be adequate with the compliance framework of the institution.
As banks and financial services institutions face new emerging threats, compliance managers must ensure
that their suspicious activity monitoring and reporting systems are reflecting the current socioeconomic
environment.
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FRAUD

A key component of compliance with the banking and financial systems is fraud. An increased
fluctuation in fraud cases has more institutions combating fraud-related activities. Compliance managers
and anti-money laundering investigators, under the anti-money laundering functions, are attempting to
identify patterns indicative of fraud. The investigating system-generated alerts are triggering according to
specific criminal behavior. Along with the red flag indicators mentioned in the results of this study,
compliance managers should adopt best practices to identify fraud to reduce the risks of money laundering
and terrorist financing activities.

A best practice to mitigate the risk of fraud is to perform a comprehensive identity verification check.
This process reduces the risk of incompliant regulations and the placement and layering of dirty money.
Another best practice is conducting scenario-based tailored training. Compliance managers should conduct
training sessions with audit and fraud employees about the new trends and patterns and financial fraud
offense typology will help them identify fraud-related activities during their investigations. Last, a third
best practice is performing internal, independent testing of anti-money laundering compliance. The testing
should focus on a specific scope and frequency pointing to fraudulent transactions.

Fraudsters are deploying innovative means to launder money and fund terrorism. Money launderers
and terrorists are capable of discovering weak elements in anti-money laundering and know your customer
processes of banks and financial services institutions. Weak compliance frameworks help them to conceal
illicit source of funds. To safeguard the financial systems, compliance managers should ensure counter and
preventative measures by making their compliance framework more robust and secure.

CYBERCRIME

The rise of cybercrime threats has compliance managers reevaluating their compliance framework and
risk assessments. As money launders and terrorist discover new means of cybercrime-related activities,
compliance managers need to deploy applicable anti-money laundering and counter terrorist financing
measures. In the context of cybercrime, the financial intelligence units of banks and financial services
institutions must emphasize their efforts to identify their customers. Additionally, it is crucial for firms to
routinely monitor their customers’ account activity and financial behavior enhancing the following anti-
money laundering and counter terrorist financing processes:

o Customer due diligence: Criminals exploit the ambiguity aspect of online transactions. Thus,
compliance managers should reinforce certain levels of customer due diligence by verifying
and authenticating customer identities and the nature of businesses for online-conducted
transactions (Clarke, 2021).

e Transaction monitoring: The key element of cybercrime is quick funds transfers to several
accounts located in different parts of the world. With this possibility of money movement,
compliance managers should use cybercrime-specific red flag indicators to monitor their
customers’ transactions for traces of money laundering and terrorist financing activities.

e Sanctions screening: Compliance managers must screen new and established customer
accounts against current international sanctions lists provided by the Office of Foreign Assets
and Control (OFAC). The Office of Foreign Assets and Control is a regulatory body who is
responsible for overseeing and imposing the economic sanctions programs and regulations of
the United States.

e PEP screening: Similar to sanctions screening, compliance managers must screen any customer
to determine their politically exposed persons (PEP) status. Politically exposed persons are
classified as high-risk and tend to be involved in cybercrime-related money laundering and
terrorist financing activities. Compliance managers must modify their compliance counter
measures for politically exposed persons.
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As people become more reliant on modern technology, banks and financial services institutions become
vulnerable to perpetrators looking for any online opportunity to illegally generate income and money
launder the proceeds. Compliance managers are gatekeepers who try to safeguard and secure online
financial transactions. They perform a critical role in achieving cybersecurity objectives by ensuring high-
level customer due diligence efforts, monitoring online transactions, working with law enforcement
agencies to conduct high-impact anti-money laundering investigations, and ensuring best practices and anti-
money laundering tools.

HUMAN TRAFFICKING AND HUMAN SMUGGLING

Banks and financial services institutions are capable of preventing human trafficking and human
smuggling by identifying financial transactions conducted by traffickers to launder their illicit monetary
proceeds through financial systems. In the fight against this financial fraud offense typology, these
institutions must enhance their anti-money laundering programs by reassessing their compliance strategies.
The current anti-money laundering best practices help compliance managers to detect and avert human
traffickers striving to launder money. The current anti-money laundering best practices include:

e Contextual information: Human trafficking activities are difficult to identify because criminals
conduct different types of financial fraud offenses at the same time (Clarke, 2021). The red
flags of human trafficking interconnect with many other aspects of money laundering and legal
financial activities. With this particular financial fraud offense typology, compliance managers
should consider other financial fraud offense red flag indicators along with available contextual
information to accurately identify the financial fraud offense typology(s).

o Information sharing: If a bank or financial services institution receives an alert or information
indicative of possible human trafficking activity, compliance managers should share the
information amongst their compliance department. Information sharing will allow compliance
managers to build a holistic case and gather any unknown information to possibly uncover
suspicious trafficking operations. Several legislative frameworks allow banks and financial
services institutions to share information with law enforcement, regulators, and amongst
themselves.

e Suspicious activity reports: The Financial Crimes Enforcement Network requires banks and
financial services institutions to file a suspicious activity report (SAR) on questionable account
activity. A suspicious activity report allows law enforcement agencies to conduct further
investigations. At the time a firm files a suspicious activity report for human trafficking,
compliance managers should highlight keywords to help law enforcement authorities in their
investigation of locating traffickers.

Human traffickers and smugglers transform monetary proceeds into legal funds. The diversity in the
financial streams from human trafficking and human smuggling are a challenge for banks and financial
services institutions. It is a challenge for compliance managers to detect money laundering transactions
from human trafficking and human smuggling. Although best practices and red flags specific to this
financial fraud offense typology help institutions during their anti-money laundering investigations to detect
any human trafficking or human smuggling activity.

ILLICIT ARMS TRAFFICKING

The multidimensional aspect of arms trafficking is the real issue. The complexity lies in the
manufacture and trade of firearms. Firearms are manufactured and traded both lawfully and unlawfully.
Consequently, it becomes complicated and challenging for compliance managers to identify illicit arms
trafficking activities. Though, compliance managers can implement preventive measures to address the
international nature of this financial fraud offense typology. The following best practices aim to detect,
prevent, combat and eliminate illicit arms trafficking:
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o Documentation: Compliance managers must request information from customers regarding any
international firearms transactions. It is necessary to keep a record of all the documents and
licenses related to the international transactions to determine the legalization of the
transaction(s).

e Information sharing: In the event a compliance manager discovers traces of illicit arms
trafficking, they should share the information or anti-money laundering investigation findings
with appropriate law enforcement agencies. Knowledge sharing can help law enforcement
catch organized terrorist groups involved in illicit arms trafficking.

Changes in criminal behavior lead to changes in compliance frameworks which require change to
reporting regulations. The reassessment of counter measures is a strategy to enhance compliance controls.
To counter measure illicit arms trafficking, it is necessary for banks and financial services institutions to
improve data collection efforts and support law enforcement by systematically sharing information.
Compliance strategies including the best practices may help U.S. banking and financial service company
compliance managers identify illicit arms trafficking to reduce the risks of money laundering and terrorist
financing activities.

ILLICIT DRUG TRAFFICKING

Ilicit drug trafficking is one of the most dominant financial fraud offense themes worldwide. It
produces more revenue compared to any other form of trafficking. Illicit drug trafficking is has become an
international menace especially post the Covid-19 pandemic. It jeopardizes the solidity of several high-risk
jurisdictions in which criminals conduct their operations to compromise the financial integrity. Financial
institutions should be mindful of changes in customers’ transaction patterns involving foreign-based
transactions. Drug traffickers are using traditional money laundering methods. Theses traditional
approaches include shell companies, couriers, and currency exchangers. The traditional methods combined
with other financial fraud offenses create complicated and intricate money laundering schemes.

To counter measure drug trafficking activities, compliance managers should implement anti-money
laundering and counter terrorist financing best practices. A best practice that financial institutions can
deploy is monitoring sudden changes in customers’ transaction patterns specifically high-risk jurisdiction
transactions. Regulators scrutinize banks and financial institutions regarding their enhanced due diligence
processes for high-risk customers. Another best practice is to reevaluate the enhanced due diligence
processes to ensure they reflect the current risk profile of this financial fraud offense typology. A high-risk
customer would include a business with a complex ownership structures indicative of shell companies
executing possible drug trafficking activities. Drug traffickers maintain growing money laundering
operations by infiltrating financial systems. Banks and financial services institutions should continue to
monitor financial transactions perhaps revelatory of drug trafficking-related activities.

REAL ESTATE MONEY LAUNDERING

The presence of a single risk factor, or even multiple factors, does not necessarily mean the purchaser
or seller is engaging in money laundering activities. The role of compliance managers is to be
knowledgeable about the risk factors, and exercise sound judgment based on their expertise of the real estate
market. The best practices to combat real estate money laundering include:

o Know your customer/customer due diligence: The most crucial elements in helping compliance
managers identify and reduce the risks of money laundering are know your customer and
customer due diligence. Having a holistic understanding of a customer’s profile and true
intentions behind the purchase or sale of a property, will help compliance managers detect and
reduce the risks of money laundering activities.

e Reporting suspicious activity: When anti-money laundering investigators come across
suspicious activity, compliance managers are obligated to report the information to law
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enforcement (Clarke, 2021). Based on the red flag indicators, compliance managers are
obligated to file a suspicious activity report. Certain red flags are indicative of reasonable
suspicious real estate transactions that may be a means for real estate money laundering
activity.
o Form 8300: Trading companies or businesses, which includes the real estate sector, must file a
Form 8300 in the event the company receives more than $10,000 in cash during a single
transaction or two or more related transactions. This form collects information from trading
companies or businesses to report specific information about a trade or real estate transaction.
Real estate money launders continue to use real estate in money laundering schemes which has become
a huge area of concern. These best practices and compliance strategies will help compliance managers
effectively detect and address real estate money laundering activities and partner with law enforcement
agencies.

TRADE-BASED MONEY LAUNDERING

Money launders have taken advantages of the Covid-19 pandemic to profit from trade-based money
laundering activities. To combat their efforts, firms are intensifying their anti-money laundering controls in
trade finance and correspondent banking. The complexity of this financial fraud offense typology makes it
challenging for financial institutions to augment their anti-money laundering programs. The challenge lies
in detecting trade-based money laundering since the activities are spread across different jurisdictions and
organizations (Chukwu, A. & Kasztelnik, K. 2021). A best practice that may help compliance managers
identify trade-based money laundering and reduce the risks of money laundering and terrorist financing
activities include:

e Creating awareness: Trade-based money laundering is a specific financial fraud offense
typology. To mitigate this risk, it is important to build expertise by tailoring anti-money
laundering programs according to the financial fraud offense typology to ensure effective
implementation of compliance policies and procedures.

e Red flags: A best practice in anti-money laundering and counter terrorist financing efforts is
developing a list of red flags specific to the financial fraud offense typology. Trade-specific
red flag indicators will help financial institutions easily detect new and emerging trends and
patterns and collect information related to trade-based money laundering.

e Data protection: Technology is a valuable tool with great exposure to the risk of disclosing
sensitive trade information. A best practice to combat trade-based money laundering is utilizing
data capture instruments. Data capture systems set measures in place to systematize the
structure of electronic information exchange between institutions and law enforcement
agencies that is subject to applicable data protection safeguards.

Compliance managers can refer to the best practices highlighted above to identify trade-based money
laundering activities. The red flags help compliance managers understand consumer behavior and recognize
transactional patterns that indicate this financial fraud offense themes. As a result, banks and financial
services institutions can detect criminal financial activities (Kasztelnik. & Delany, N. 2020).

A never-ending battle is the fight against money laundering and terrorist financing. All financial
institutions, from large banks to small credit unions, need to be on the constant lookout for money
launderers and terrorist. By implementing best practices mentioned above, compliance managers can detect,
monitor, prevent, and suppress the eight financial fraud offense themes. Compliance managers of U.S.
banks and financial services institutions need to highlight red flag indicators that will help them identify
financial fraud offense themes. Overall, to efficiently combat progressively, innovative money launders and
terrorists, compliance managers need to implement real-time due diligence technology, train and inform
compliance personnel about the current trends and patterns, and partner with law enforcement agencies to
share information in a timely manner. A robust compliance framework prevent and reduce the risks of
money laundering and terrorist financing activities in the United States and globally.
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LIMITATIONS OF THE STUDY

To overcome this limitation, | provided a detailed analysis of the participant selection, recruitment of
participants, data collection, and the methods used to verify the information and ensure accuracy of the data
collected. Also, | used data triangulation to support the results of this research study. The research could be
replicated in other contexts, situations, times, and populations. In this qualitative research study, a sample
of 15 research participants conducted semi structured interviews to reach the data saturation level.
Therefore, athird limitation is researcher bias. To overcome this limitation, | used an interview guide during
the data collection process and transcribed the data verbatim during the data analysis process (Yin, 2018).
Additionally, | used member checking to mitigate any researcher bias. Last, compliance managers and anti-
money laundering investigators are limited to express their opinions and experiences openly due to the
nature of their workplace. Thus, to overcome this limitation, | received the consent of each participant prior
to scheduling and conducting any interview to ensure that each research participant is willingly participating
in this research study.

RECOMMENDATIONS

Additionally, this study focused on U.S. banks and financial institutions which was limited to a specific
region. Money launders and terrorist infiltrate banks and financial institutions across the globe. Each region
may identify financial fraud offense themes specific to the money laundering and terrorist financing
activities occurring in that particular geographic footprint. Researchers can use the research design selected
to complete this study to replicate and or conduct future studies. Another future research recommendation
would be to conduct a similar study in other jurisdictions in the world or a group of countries based on a
specific risk factor in a different part of the globe. For example, the compliance and legal framework is
different in Cuba because the country faces economic, commercial, and financial sanctions. Thus, Cuba is
classified as a riskier country than the United States. The findings may identify different financial fraud
offense themes based on the types of money laundering and terrorist financing activities occurring
throughout the banks and financial institutions in those countries.

Those study outcomes could further extend the works of Al-Suwaidi and Nobanee (2020) and Cash
(2020) to better understand the evolving criminal behavior and activities and gain a deeper understanding
of the current financial fraud offense themes. Based on the views of the interviewed compliance managers
and anti-money laundering investigators, identifying financial fraud offense themes is crucial risk
management strategy in the efforts to reduce the risks of money laundering and terrorist financing activities
and requires further research that should be conducted.

Finally, a qualitative descriptive case design was used to gain insight from the research participants
related to how identifying financial fraud offense themes help compliance managers to reduce the risks of
money laundering and terrorist financing activities. A future research recommendation would be to conduct
a phenomenological study to explore current indicators and red flags which help anti-money laundering
investigators identify the financial fraud offense themes during anti-money laundering investigations.
Criminal behavior is constantly evolving according to the changes in environments and situations. It may
be of interest to gain a deeper insight into the differences in identification processes of indicators and red
flags as new environmental circumstances impact anti-money laundering investigations. The findings may
detect gaps in the compliance frameworks.

IMPLICATIONS

The findings of this study have significance for compliance leaders at large U.S. banking and financial
services organizations. Large U.S. banking and financial services institution compliance leaders could
augment their compliance programs to build a new set of indicators or red flags to look out for when
conducting their compliance obligations. As the capabilities of criminals and money laundering and terrorist
financing activities evolve, compliance officers may look to update their list of themes and learn about new
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evolving themes by focusing on risk factors relevant to their products or services. Rocha-Salazar et al.
(2021) indicated that anti-money laundering and counter terrorist financing themes are risk indicators and
useful control to trigger enhanced due diligence and further monitoring. Thus, compliance managers may
use the findings of this study to conduct enhanced due diligence training sessions with their anti-money
laundering investigators to increase monitoring measures at their respective banks or financial services
institutions. Effective mitigation approaches could diminish the societal risks related to financial crime.
There is a lack of research on modern compliance strategies (Al-Suwaidi & Nobanee, 2020). In recent
times, it is perilously important for banking and financial services institutions to fully comprehend the
financial crime threats and take the opportunity to undergo a latest, comprehensive health-check (Crisanto
& Preno, 2020). The findings of this study may encourage compliance managers to conduct periodic,
comprehensive compliance health-checks to reduce money laundering and terrorist financing risks. Banks
and financial services institutions are encountering several critical anti-money laundering compliance
challenges that impute flawed mitigation approaches (Cash, 2020). Organizations that neglect to preclude
money laundering and terrorist financing activities tend to face decreasing profits, consumer discontent,
huge monetary fines, loss of reputation, and decline in stock prices (Balani, 2019). The findings of this
study may continue to emphasize anti-money laundering and counter terrorist financing activities for
banking and financial services organizations, although practices can change to be more pragmatic to current
situations.

IMPLICATIONS FOR PRACTICE

The results of the study may indicate the benefits of modifying money laundering and terrorist financing
risk mitigation approaches and develop new mitigating controls. By this means, the results of the study may
transform and implement sound risk-based anti-money laundering and counter terrorist financing
compliance programs and standards to minimize and regulate U.S. banking and financial services
institutions’ money laundering and terrorist financing exposure through practical approaches that deter
money launderers and terrorists from endeavoring to infiltrate their corporations. In addition, the findings
of the study may encourage compliance managers to perform periodic updates on know your customer
profiles to gather current information on their high-risk customers (Pai, 2021). By updating their know your
customer profiles, compliance managers may evaluate and revise their current know your customer model.
The results of the study may suggest enhancements in increasing transparency and closing gaps in the anti-
money laundering and counter terrorist financing compliance framework (Zagaris, 2020). Corporate
benefits such as improving operational efficiency and effectiveness of anti-money laundering and counter
terrorist financing regulations may lower compliance costs and increase revenue for financial institutions
can ensue from the study (Cash, 2020). Additionally, the study findings may increase insight for compliance
managers to implement strategic changes that will stimulate long-term sustainable growth and economic
value. New processes of technological advancements could sustain digital due diligence solutions to meet
present and future operational risk management needs (Ekberg, 2020; Han et al., 2020). Compliance
managers may understand new risks and modify operational measures to mitigate financial crime risks.

IMPLICATIONS FOR THEORY

The results of this study may identify effective compliance practices that address a knowledge gap
towards managing financial crime risks and contribute fundamental qualitative data to the study’s
conceptual framework. Notwithstanding the growing literature on the significance of money laundering and
terrorist financing (Tiwari et al., 2020), there has been a failure to identify financial fraud offense themes
that improve and develop effective compliance regulations and requirements thus reducing financial crime
risks and risky criminal behavior (Sisira Dharmasri Jayasekara, 2021). Although economic theory of
criminal behavior discusses the relationship between financial crimes and benefit-cost analysis, a
descriptive case study approach meets the purpose of the study and offers distinct contributions to the
theory. The descriptive case study approach provides findings from a consensual process that uses semi
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structured interviews to collect subject matter expert opinions to enlighten theoretical change and extend
the results of prior studies. Applying economic theory of criminal behavior to U.S. banking and financial
services institutions may provide a theoretical understanding of the problem relevant to the recent increase
in financial crime risks and a lack of adequate compliance strategies and regulations (Gowhor, 2021). This
may be a significant addition to the seminal works of Gary Becker (1968) neoclassical approach in playing
a role in the motivation behind financial crimes.

IMPLICATIONS FOR SOCIAL CHANGE

Banking and financial services institutions play a substantial role in the community. Based on the
findings of this study, these organizations can work towards effective money laundering and terrorist
financing prevention plans by changing and developing new compliance policies and procedures.
Moreover, banks and financial services institutions can increase general knowledge and spread public
awareness about financial fraud offense themes by educating their customers about financial crimes and
steps to combat money laundering and terrorist financing activities (Azman Aziz & Md Daud, 2021). It is
essential for compliance leaders to implement public education initiatives and help their customers
recognize their role in combating money laundering and terrorist financing activities. Additionally, banks
and financial services institutions may clarify and strengthen customer due diligence requirements by
implementing enhanced due diligence measures to protect their organizations and reduce financial crime
risks. The implications for positive social change may include the possibilities to develop new compliance
strategies and strengthen existing regulatory mechanisms to help compliance managers, reduce the risk of
bank failures, increase employment opportunities, and promote public awareness by educating consumer
about financial crimes.

CONCLUSION

The Covid-19 pandemic presented new opportunities for criminals to conduct money laundering and
terrorist financing activities. To gain a deeper understanding of the phenomenon under study, | attempted
to present a holistic overview of the unprecedented impact of the Covid-19 pandemic on criminal behavior
and the rise of Covid-19 related financial crimes. The purpose of this qualitative descriptive case study was
to identify financial fraud offense themes that U.S. banking and financial services company compliance
managers use to reduce the risks of money laundering and terrorist financing activities. To understand
rationale behind financial crimes and evolving criminal behavior, the economic theory of criminal behavior,
developed by Gary Becker in 1968, provided a conceptual framework which grounded this study. The target
population consisted of 15 research participants. The data were collected using semi structured interviews,
semi structured observations, and document reviews from business and finance academic journals. The data
were analyzed using a coding approach, thematic analysis, and content analysis. The quintessence of this
study was influenced by the participants’ lived experiences and expertise. The findings of the study
uncovered financial fraud offense themes related to financial crimes that are increasing the risks of money
laundering and terrorist financing activities.

The results of the study emphasized eight emerging main themes: (a) structuring, (b) fraud, (c)
cybercrime, (d) human trafficking and smuggling, (e) illicit arms trafficking, (f) illicit drug trafficking, (g)
real estate money laundering, and (h) trade-based money laundering, and four subthemes: (a) red flags, (b)
key indicators, (c) typology-specific common signs, and (d) 95% or above. Compliance managers have an
underlying responsibility to identify financial fraud offense themes to reduce the risks of money laundering
and terrorist financing activities. The study has revealed to be useful to compliance managers, anti-money
laundering investigators, and banking and financial services institutions. As a result, the study will have a
positive social impact on society. Throughout the study, | have used the optimal method and employed best
practices in conducting a systematic process to accomplish the goal of the research study. | further explained
the transferability of this study in other contexts and economic environments for the betterment of financial
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systems. Last, the objective of this study was predominantly achieved and I suggest further research on this
concept for the betterment of banking and financial institutions and safety of the general public.
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